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Preface

Intelligence Cooperation in Europe is of fundamental and growing importance in
view of the various common risks and threats that the European continent and the EU,
in particular, are facing. They range from threats by terrorists as well as organised
crime, to espionage, sabotage and cyber-attacks by third parties and countries. Most of
the latter aim at undermining the democratic systems and shared values of European
societies, the European Union and its Member States.
Furthermore, the Common Foreign and Security political approach of the European

Union requires a functioning cooperation between European intelligence agencies. At
the same time – particularly following the Snowdon revelations – European citizens
expect intelligence activities to be in line with values of democracy, the rule of law and
human rights.
So far, there existed no extensive, deep analysis of intelligence work encompassing

Europe under these aspects. This book aims to close this gap and offer a solid
background for further objective, cross border European discussions. It takes into
account the various facets of intelligence activities in Europe in a problem- and task-
oriented way. It, thus, spans from general operational chapters on intelligence opera-
tions to intelligence cooperation within different policies in Europe, inside the EU but
also on a bigger scale (e.g. NATO), to its legal frameworks including its organisational
limits as well as those drawn by competence rules and fundamental rights and to
expositions of the structures of several selected national intelligence communities.
We have been fortunate to win a number of eminent experts from relevant admin-

istrations, academia and civil society as authors for different chapters of our book. We
are very grateful for their preparedness to take on the research for and drafting of
chapters in their field of expertise.
European citizens may expect intelligence services of Europe – and particularly

within the European Union – to cooperate as much as possible and necessary, in order
to counter threats that are becoming increasingly difficult to tackle for each state on her
own. It would contribute to jointly defend our democracies, the rule of law and
fundamental rights as achievements on which Europe is built. Hence, we submit that
European intelligence plays a substantial role.
Sincere thanks are due to Dr. Wolfgang Czerny of C.H. Beck Publishers, without

whose help and patience the project would not have been completed.
Additional help was given by Johannes Sieber and Maximilian Trapp. We are most

grateful to them.

Jan-Hendrik Dietrich
Berlin

November 2018

Satish Sule
Brussels
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NFIP ...................................... National Foreign Intelligence Program
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NHAI .................................... National High Authority of Intelligence
NIC ........................................ National Intelligence Cell; National Intelligence Council
NIE ........................................ National intelligence estimate
NILO ..................................... National Intelligence Liaison Officer
NIM ....................................... National Intelligence Manager
NIMA .................................... National Imagery and Mapping Agency
NIO ........................................ National intelligence officer
NIP ........................................ National Intelligence Program
NIPF ...................................... National Intelligence Priorities Framework
NKVD ................................... People’s Commissariat for Internal Affairs
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NRO ...................................... National Reconnaissance Office
NRP ....................................... National Reconnaissance Program
NSA ....................................... National Security Agency
NSC ....................................... National Security Council
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NTA ....................................... New Transatlantic Agenda
NTM ...................................... National technical means
OCTA .................................... Organised Crime Threat Assessment
ODNI .................................... Office of the Director of National Intelligence
OLAF ..................................... European Anti-Fraud Office
OPHQ ................................... Operational Headquarters
OPS WAN............................ Operations Wide Area Network
ORCON ................................ Origination controlled
OSC ....................................... Open Source Center
OSCE ..................................... Organisation for Security and Co-operation in Europe
OSD ....................................... Office of the Secretary of Defense
OSINT ................................... Open-source intelligence
OSS ........................................ Office of Strategic Services
P&E ........................................ Processing and exploitation
PC .......................................... Principals Committee (NSC)
PDB ....................................... President’s daily brief
PFIAB .................................... President’s Foreign Intelligence Advisory Board
PHOTINT ............................ Photo intelligence
PIAB ...................................... President’s Intelligence Advisory Board
PIOB ...................................... President’s Intelligence Oversight Board
PIR ......................................... Prioritised intelligence requirements
PLO ........................................ Palestine Liberation Organization
PNR ....................................... Passenger name record
PPEWU ................................ Policy Planning and Early Warning Unit
PROTINT ............................. Protected information intelligence
PSC ........................................ Political and Security Committee
QFR ....................................... Question for the record
RAU ....................................... Risk Analysis Unit
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RESINT ................................. Research-originating intelligence
RIPA ...................................... Regulation of Investigatory Powers Act
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RG .......................................... Reseignements Generaux (Central Directorate of General Intelligence,
France)

RUSI ...................................... Royal United Services Institute
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SAS ......................................... Special Air Service
SATCEN ............................... EU Satellite Centre
SBSS ....................................... Space-based surveillance satellite
SCAN .................................... Scanning, analysis and notification
SCUD .................................... Soviet-made ballistic missile
SGAC .................................... Senate Governmental Affairs Committee
SGHR .................................... Secretary General/High Representative of the EU
SHAPE .................................. Supreme Headquarters Allied Forces in Europe (NATO)
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SIAC ...................................... Single Intelligence Analysis Capacity
SIGINT ................................. Signals intelligence
SIOP ...................................... Select Intelligence Oversight Panel
SIS .......................................... Secret Intelligence Service (Great Britain); Schengen Information System
SITCEN................................. Situation Centre
SITINT .................................. Situational intelligence
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SNIE ...................................... Special national intelligence estimate
SNV ....................................... Stiftung Neue Verantwortung
SOCINT ................................ Socio-cultural intelligence
SOCMINT ............................ Social media intelligence
SOCTA ................................. Serious and Organised Crime Threat Assessment
SOE ........................................ Special Operations Executive
SOF ........................................ Special Operations Forces
SPA ........................................ Special political action
SSCI ....................................... Senate Select Committee on Intelligence
START .................................. Strategic Arms Reduction Treaty
STASI .................................... Staatssicherheit (Ministry for State Security, German Democratic Republic)
SVR ........................................ Sluzhba Vneshnei Razvedki (Foreign Intelligence Service, Russia)
SWIFT ................................... Society for Worldwide Interbank Financial Telecommunication
TECHINT ............................ Technical intelligence
TEK ........................................ Hungarian Anti-Terrorism Task Force
TELINT ................................ Telemetry intelligence
TE-SAT ................................. Terrorism Situation and Trend Report
TEU ....................................... Treaty on European Union
TFEU ..................................... Treaty on the Functioning of the European Union
TFTP ..................................... Terrorist Finance Tracking Program
TIARA................................... Tactical Intelligence and Related Activities
TOR ....................................... Terms of reference
TWP ...................................... Terrorism Working Party
U2 .......................................... US built spy plane
UAV ...................................... Unmanned Aerial Vehicle
UK .......................................... United Kingdom
UN ......................................... United Nations
UNSCOM ............................. United Nations Special Commission
USA ....................................... United States of America
USDI ...................................... Undersecretary of defense for intelligence
VIH ........................................ Virtual intelligence hub
VIS ......................................... Visa Information System
VoIP ...................................... Voice-over-Internet Protocol
WAAS ................................... Wide area airborne surveillance
WEU ...................................... Western European Union
WKC ..................................... Watch-Keeping Capability
WMD .................................... Weapon of mass destruction
WWII .................................... Second World War
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